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@DOH/| OLICHOYHBIX CPEICTB MO TUCIUILIMHE (MOIYIIO) COCTABIE€H B COOTBETCTBHH C TPEOOBaHHUSIMHU
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CormnacoBaHue U yTBEPKACHUE

OTBETCTBEHHOE ara, IPOTOKOJI
Ne | [Togpaznenenue OUO Buza A p
JIALIO (Ipu HaNMUYUN)
1 taxymbrer [Ipencenarens Marepyxus A. B. Paccmorpeno | 14.12.2023, Ne
Teonnopmarikn u | yyeyoro cosera 7-23
HHGOPMAITMOHHOM
6e3omacHOCTH (axynbrera




1. IlmanupyemMble pe3yabTaThbl 00y4eHUs, COOTHECEHHbIE ¢ IJIAHUPYEeMbIMH Pe3yJIbTaTaMHI
0CBOEHHSI 00pa30BaTeJIbHOI MPOrpaMMbl

OIIK-2.1 CmocobeH mpoBOAWTH aHadu3 (PYHKIIMOHAIBLHOTO Tpollecca OObEKTa 3allUThl U €ro
WH(GOPMAITMOHHBIX ~ COCTABJISIONIMX € [ENbI0  BBISBICHHUS  BO3MOXKHBIX  HCTOYHHKOB
MH(OPMAITMOHHBIX YTPO3, HX BO3MOXKHBIX IIEJICH, MTyTeH peain3aiiy U Ipe/InoaraeMoro yepoa

OIIK-2.1.1 ®opmynupyeT XapaKTepUCTHKH OOBEKTa 3allHUThl, €ro (yHKIIMOHAIBHBIX
COCTABIIAIONINX, TOHUMAET CYLTHOCTh (PYyHKIIMOHAIBLHOTO IMpoliecca 00BEKTa 3aIUThI
3namu:
OIIK-2.1.1/3ul Ienu, 3ama4m, TPUHIUMIIEI U OCHOBHBIC HANpaBICHUS OOECTICUCHUS
nH()OPMAITMOHHON 0€30MTaCHOCTH
Ymems:
OIIK-2.1.1/¥YM] BeIsiBasATS yrpo3bl HHPOPMAITMOHHON 0€3011acCHOCTH MPUMEHUTEIBHO K
00BEKTaM 3aIIUThI
Braoems:
OIIK-2.1.1/HB1 HaBweikamu ommcaHusi o0beKkTa MH(POpPMATH3AIUA KAK COBOKYITHOCTH

MHGOPMAIIMOHHBIX, TEXHUYECKHX, MPOrPaMMHBIX M  YEJIOBEYECKUX PECYPCOB,
00beTMHEHHBIX JJIS peaju3alui KOHKPETHOrO (YHKIIMOHAJIBHOTO Ipolecca

OIIK-2.1.2 BeIsBisieT MOTEHIIMANIbHBIE YTPO3bl 00BbEKTA 3aIIUTHI, UX BO3MOXKHBIE 1IETTH
3uamo:

OIIK-2.1.2/3u1 MeTtogomornueckue MoaxXoAbl K 3amuTe HHGOPMAIMK U TIPUHITUIIBI €€
OpraHu3aIu

Ymemu:

OIIK-2.1.2/¥Ym1 Omnpenensitb Mepbl HEOOXOAMMBIEC JJISi CHI)KEHHUSI PUCKOB pean3aliu
yrpo3 HHPOPMALMOHHOM 6€30MacCHOCTH

Braoemy:

OIIK-2.1.2/HBl MetoaukamMu aHajdu3a W KaTeTOPUPOBAHUS TOTEHIIMAIBHBIX YTpo3

nH(OpMAITMOHHONW Oe30TMacHOCTH (HapylieHne KOH(QUIECHIIMATbHOCTH, IEJIO0CTHOCTH,
JOCTYITHOCTH) IPUMEHUTEIIHHO K KOHKPETHBIM JIEMEHTaM 00bEKTa 3alUThI

OIIK-2.1.3 [IlporHo3upyer myTHM pealu3allid IOTEHUHMAIbHBIX YIrpo3 M  OLIEHUBAET
IperoiaraeMblii ymepo

3namo:
OIIK-2.1.3/3u1 KanpoBoe u pecypcHoe obecriedueHe 3aIuThl HHpopManum
Ymemu:

OIIK-2.1.3/¥Ym1 Omnpenensate OOBEKT 3alUTBI W METOIbI JECTAOMIN3UPYIOIIETO
BO3JICVICTBUSI HA HETO

Braoems:

OIIK-2.1.3/HB1 HaBbsikamMu OCTPOCHHMSI CIICHAPUEB peaTU3aIlii YIPO3, OMUCHIBAIOIINX
BO3MOYKHBIE ITyTH MPOHUKHOBEHUS U I€CTPYKTUBHOTO BO3/IEHCTBUS HA OOBEKT

2. Iloka3zaresid 1 KPUTEPUH OLIECHUBAHMUSI KOMIIETEHIIH

[TInmanupyemeble YpoBeHb Kpurepuu onieanBanus (nepedeHb chOPMUPOBAHHBIX
pe3yJIbTaThl OCBOCHUS |OBJIAICHUS NJIK/3YB no ypoBHSIM OCBOCHHS)
MIPOTPAMMBI




OIIK-2.1 Cnocoben
MIPOBOAMTH aHATIN3
(YHKIMOHATIBHOTO
mporecca 00beKTa
3aIIUTHI U €T0
MH(POPMALIMOHHBIX
COCTaBJISIOIIUX C
LEJIBIO BBISIBIICHHS
BO3MOXKHBIX
MCTOYHHKOB
MH(POPMALMOHHBIX
yIpo3, UX BO3MOKHBIX
Lesuen, myren
peanuzanum u
MPEI0JIaraeMoro
yuep6a

I1oBEBIIIIEHHBIN

NJIK OIIK-2.1.1 ®opmynupyeT XapakKTEPUCTHKUA 00BEKTa
3alUTHI, €r0 (PyHKIMOHAIBHBIX COCTABIISIONINX,
MOHMMAET CYUIHOCTh (DyHKIIMOHAJIBLHOTO Mpolecca
00BEKTa 3aIUTHI

3HaThb:
OIIK-2.1.1/3u1 Llenwn, 3aga4u, MPUHIIAITEI 1 OCHOBHBIC
HarpaBJIeHUs o0ecredeHus: HHHOPMAITMOHHON
0e30IacCHOCTH

VMmeTs:
OIIK-2.1.1/¥Ym1 BoeiaBnars yrpo3sl HHOOPMAITMOHHON
0€301acCHOCTH IPUMEHUTEIHHO K OOBEKTaM 3aIIUThI

Bnanets:
OIIK-2.1.1/HB1 HaBrikamu onucaHus o0ObeKTa
nH(pOpMaTU3aIIMK KaK COBOKYITHOCTH WH()OPMAITMOHHBIX,
TEXHUYECKHUX, IPOTPAMMHBIX U YEJIOBEYCCKHUX PECYPCOB,
00BEAMHEHHBIX TSI pealii3alii KOHKPETHOTO
(GYHKIIMOHATBHOTO MpoIiecca

MK OIIK-2.1.2 BeisiBnsieT NOTeHIHAIbHBIE YTPO3bI
00BEKTa 3aIIUTHI, UX BO3MOXKHBIE IIETTU

3HaThb:
OI1K-2.1.2/3u1 MeTomonornyeckue moaxoabl K 3alluTe
uHGOPMAIUH U IPUHIIUITBI €€ OpPraHu3aluu

YMeTh:
OI1K-2.1.2/¥Ym1 Onpenensats Mepbl HEOOXOAUMEBIE JITIS
CHIDKCHUS PUCKOB pealn3aluy yrpo3 HHHOpManoHHON
0e30ImacHOCTH

Bnanets:
OIIK-2.1.2/HB1 MeTonukamMu aHaau3a u
KaTeropupOBaHUs OTEHIIUATBHBIX YTPO3
nHGOPMAITMOHHOM Oe30macHOCTH (HapyeHue
KOH(pHIEHITUATBHOCTH, IIETIOCTHOCTH, TIOCTYITHOCTH)
MPUMEHUTEIHHO K KOHKPETHBIM JIEeMEHTaM 00BbEeKTa
3aIUATEI

NJK OIIK-2.1.3 [IporHo3upyer yTH peanusanuu
NOTEHIMAIbHBIX YIPO3 U OLIEHUBAET MPEATIOIAracMblii

ymepo

3HaTh:
OIIK-2.1.3/3u1 KanpoBoe u pecypcHoe obecrieueHue
3alUTHl UH(OpMAIUU
YMeTs:
OI1K-2.1.3/¥Ym1 Onpenensats 00bEKT 3aIMUTHI U METOBI
JECTAOMITN3UPYIOIIETO BO3ICHCTBUS HA HETO
Bnanets:
OIIK-2.1.3/HB1 HaBbikamu TOCTPOCHHS CIICHAPHEB
peam3anuy yrpos3, OMHUCHIBAIONINX BO3MOKHBIC Ty TH
NPOHUKHOBEHUSI U ICCTPYKTUBHOTO BO3JCHCTBUS Ha
00BEKT




bazosniit

MK OIIK-2.1.1 ®opmynupyeT XapakTeprUCTUKNA 00bEKTa
3aIIUTHI, €ro (PyHKIIMOHAIBHBIX COCTABIISIOUIHX,
NOHUMAET CYIIHOCTh (PYHKIIMOHAJILHOTO Tpoliecca
00beKTa 3aIIUTHI

3HaTh:
OI1K-2.1.1/3ul Uenu, 3ana4u, IpUHIUIIEI 1 OCHOBHBIE
HarpaslieHHUs obecrieueHus! UH(HOPMAIIMOHHOM
0€301acHOCTH

YMeTs:
OIIK-2.1.1/¥YM] BoisBiaTh yrpo3sl HHPOPMALTUOHHON
0€30MacHOCTH MPUMEHUTEIHHO K 00bEKTaM 3aIlUThI

NJK OIIK-2.1.2 BeisiBAsI€T NOTEHIMATBHBIE YTPO3bI
00bEeKTa 3aIIUThI, UX BO3MOXKHBIE LIETTU

3HaThb:
OI1IK-2.1.2/3a1 MeTomomornyeckue moaxoasl K 3alure
nH(}OpMAITUU ¥ TIPUHIIUIIBI €€ OpTraHUu3aIuu

VMeTs:
OIIK-2.1.2/¥Ym1 Onpenensite Mepbl HEOOXOTUMBIE IS
CHIDKEHUS PUCKOB pealu3aiiil yrpo3 HHPOPMaIuOHHON
0e30IacHOCTH

NJK OIIK-2.1.3 [IporHo3upyeTt nyTH peain3ainuu
MOTEHIUATbHBIX YIPO3 U OLIEHUBAET MPEAINoiaraeMbli

yep6

3HaTh:
OIIK-2.1.3/3u1 KagpoBoe u pecypcHoe obecrieueHne
3amuThl THHOPMAITHH

VMeTs:
OIIK-2.1.3/¥YMm1 Onpenenstb 0OObEKT 3aIUTHI U METOJIBI
JIeCTaOUITU3UPYIOIETO BO3ACHCTBUS Ha HETO

[Toporossiii

NJK OIIK-2.1.1 ®opmynupyeT XapakTeprUCTUKNA 00bEKTa
3aIIUTHI, €ro (PyHKIIMOHAIBHBIX COCTABIISIOUIHX,
MOHUMAET CYIIHOCTh (PYHKIIMOHAJILHOTO Tpoliecca
00bEeKTa 3aIIUTHI

3HaTh:
OI1K-2.1.1/3ul Uenu, 3ana4u, IpUHIUIIEI 1 OCHOBHBIE
HarpaslieHHUs obecrieueHus1 UH(HOPMAIIMOHHOM
0€30IacCHOCTH

NJK OIIK-2.1.2 BeisiBAsI€T NOTEHIMATBHBIE YTPO3bI
00BEKTa 3aIIUThI, UX BO3MOXKHBIE LIETTU

3HAaTh:
OI1IK-2.1.2/3a1 MeTomomornyeckue moaxoasl K 3alure
nH(OpMAITUU ¥ TIPUHIIUIIBI €€ OpTraHUu3aIuu




NJK OIIK-2.1.3 [IporHo3upyer yTH peanusanuu
HNOTEHUMAIbHBIX YIPO3 U OLIEHUBAET MPEATIOIAracMblii
ymepo

3HaTh:
OIIK-2.1.3/3u1 KanpoBoe u pecypcHoe obecrieueHue
3alUThl HH()OpMAIUU

3. [IIxajga oneHUBaHUSA

OueHka

Kpurepun oniennBanus (nepeueHs copmupoBanabix MIK/3YB)

OTIn4HO

OIIK-2.1.1 ®opmynupyeT XapaKTEpUCTHKH 0OBEKTa 3aIUThI, €ro
(YHKIMOHATHHBIX COCTABIISIIOIINX, TOHUMAET CYIIHOCTh ()YHKIIHOHATHHOTO
nporecca 00bEKTa 3aIUThI
OIIK-2.1.1/3ul Uenu, 3ana4u, IpUHIUIIEI 1 OCHOBHBIE HAMPABJICHUS
obecredueHrs HHGOPMAITMOHHON 0€30MaCHOCTH
OIIK-2.1.1/¥YM] BoIsBIATH yrpo3sl HHPOPMALMOHHOM O€30MaCHOCTH
MPUMEHUTETHHO K 0OBEKTaM 3aIUThHI
OIIK-2.1.1/HB1 HaBbikamu onmcanusi 00beKTa HH(HOpMaTHU3aIUHN KaK
COBOKYITHOCTH MH()OPMAIMOHHBIX, TEXHUYECKUX, POTPAMMHBIX U YEIIOBEUECKHIX
pecypcoB, 00bEAMHEHHBIX JJIs PeaU3alii KOHKPETHOTO (PYyHKIIMOHAIEHOTO
npoiiecca

OIIK-2.1.2 BeigBisieT MOTEHITMATBHBIE YTPO3bl 00BEKTA 3AIIUTHI, UX
BO3MOYKHBIE LIETH
OIIK-2.1.2/3u1 MeTononornyeckue moaXo/bl K 3auTe nHOOpMaIuy 1
MIPUHLIUIIBI €€ OpraHU3aluu
OIIK-2.1.2/¥m1 Onpenensts Mepbl HEOOXOIUMBIE JJISI CHIPKEHUS PUCKOB
peanuzamuu yrpo3 HHGOpMaIMoOHHON 6€30TacHOCTH
OIIK-2.1.2/HB1 Meronukamu aHann3a U KaTerOPUPOBAHUS IMOTEHITUATBHBIX YTPO3
nH(pOpMaITMOHHON Oe30macHOCTH (HapyIeHue KOHPUACHITNATBHOCTH,
LEJIOCTHOCTH, JJOCTYITHOCTH) MPUMEHUTENIBHO K KOHKPETHBIM 3JIEMEHTaM 00beKTa
3alUTHI

OIIK-2.1.3 [IporHo3upyeT nyTH peaau3aiuy NOTEHIHAIbHBIX YTPO3 U
OLICHMBAET IpPE/IoIaraeMblii yiepo
OIIK-2.1.3/3u1 KagpoBoe u pecypcHoe obecriedueHne 3amuThl HHGOpMaIuu
OIIK-2.1.3/¥YMm1 Onpenensth 0OObEKT 3aIUTHI U METOJIBI 1€CTAOMIIN3UPYIOIIETO
BO3JEHCTBUS HA HETO
OIIK-2.1.3/HB1 HaBbikamMu TOCTPOCHUS CIIEHAPUEB PeaH3allin yTPO3,
OTMCHIBAIOUINX BO3MOYKHBIE TyTH MPOHUKHOBEHUS U I€CTPYKTUBHOTO
BO3JEUCTBUA HA OOBEKT

Xopouio

OIIK-2.1.1 ®opmynupyeT XapaKTepUCTUKU O0BEKTA 3aIIUTHI, €TO
(GYHKIMOHATBHBIX COCTABIISIONINX, TOHUMAET CYIIHOCTh (YHKIIMOHATBHOTO
npoiiecca 00bEKTa 3aIIUThI
OIIK-2.1.1/3u1 Llenwn, 3axa4u, MPUHIIAIIBI 1 OCHOBHBIC HAIIPABJICHUS
obecnieueHrss UHPOPMAITMOHHOW O0E30MMaCHOCTH
OIIK-2.1.1/¥Ym1 BoisBisars yrpo3sl HHOOPMAITMOHHON 0€30MacCHOCTH
MPUMEHUTEIBHO K 00BEKTaM 3aIUThI




OIIK-2.1.2 BrisgBisieT NOTEHIUAIBHBIE YTPO3bl 00BEKTA 3aIHUTHI, UX
BO3MOKHBIE IIEJTH
OIIK-2.1.2/311 Metononoruyeckue moaxosl K 3amuTe HHGOpMAIK 1
NPUHIHIIBI €€ OPTaHU3aIIH
OIIK-2.1.2/¥M1 Omnpenensith Mepbl HEOOXOIMMBIE [T CHIYKEHHSI PHCKOB
peanu3anuu yrpo3 nHGOpMaIMOHHON 0€30IacCHOCTH

OIIK-2.1.3 [IporHo3upyeT nyTH peaau3aiuy MOTEHIHAIbHBIX YTPO3 U
OLICHMBAET Ipe/IoIaraeMplii yiepo
OIIK-2.1.3/3u1 KagpoBoe u pecypcHoe obecriedueHre 3amuThl HHGOpMaIuu
OIIK-2.1.3/¥YMm1 Onpenenstb 0OObEKT 3aITUTHI U METOJIBI 1€CTAOMIIN3UPYIOIIETO
BO3JEHCTBUS HA HETO

YnosnerBopute
JIBHO

OIIK-2.1.1 ®opmynupyeT XapaKTEepUCTUKU O0BEKTA 3aIIUTHI, €TO
(YHKIIMOHATBHBIX COCTABIISIONINX, TOHUMAET CYITHOCTh ()YHKITMOHATHHOTO
npoiiecca 0ObEKTa 3aIIUThI
OIIK-2.1.1/3u1 Llenwn, 3axa4u, MPUHIIAIIBI 1 OCHOBHBIC HAIIPABICHUS
obecnieueHrss UHPOPMAITMOHHOW O0E30MMaCHOCTH

OIIK-2.1.2 BeisBisieT MOTEHITMATBHBIE YTPO3bl 00BEKTA 3aIIUTHI, UX
BO3MOKHBIE LICIU
OIIK-2.1.2/3u1 MeTononornyeckue moaXo/bl K 3auTe nHHOpMaIuy 1
MIPUHITUIIBI €€ OpPTaHU3aIuN

OIIK-2.1.3 [IporHo3upyeT nyTH peaau3aliuy MOTEHIHATbHBIX YTPO3 U
OIICHUBAET IPEAIoIaraeMpli yimepo
OIIK-2.1.3/3u1 KagpoBoe u pecypcHoe obecrieueHne 3amuThl HHGOpMaIuu

Heynosne-
TBOPUTCIILHO

Pesynbrarel 00yueHus He cOPMUPOBAHBI HAa JOCTAaTOYHOM YPOBHE

OrueHka

Kpurepuu onennBanus (nepeueHs copmupoBanubix NIK/3YB)

3auTeHo

OIIK-2.1.1 ®opmynupyeT XapaKTEpUCTHKH 0OBEKTa 3aIUThI, €ro
(YHKIMOHATBHBIX COCTABIISIONINX, TOHUMAET CYIIHOCTh (DYHKIIMOHAILHOTO
nporecca 00beKTa 3aIIUThI
OIIK-2.1.1/3u1 Llenu, 3a1auu, MpUHIUIIBI 1 OCHOBHBIEC HAIpaBICHUS
obecriedeHrss THPOPMAITMOHHON 6€30IaCHOCTH

OIIK-2.1.2 BoisgBisieT NOTEHIUAIbHBIE YTPO3bl 00BEKTA 3aIHUTHI, UX
BO3MOYKHBIE LIEH
OIIK-2.1.2/311 Metononoruyeckue moaxosl K 3amuTe HHGOpMAIUU 1
NPUHIUIIBI €€ OPTaHU3AIIH

OIIK-2.1.3 [Iporuo3upyer nmyTu peann3alnuy MOTCHIMAIbHBIX YTPO3 U
OLIGHUBAET IpEAToiaraeMblii yuiepo
OIIK-2.1.3/3u1 KanpoBoe u pecypcHoe obecrieueHue 3aIuThl HHpopManum

He 3aureno

Pesynbrarel 00yueHust He cOpMHUPOBAHBI HA TOCTATOYHOM YPOBHE

4. KoHTpobHBIC MEPONIPUATHSA MO TUCHHUIINHE

Bun xonTposs ®opma koHTpoIIst/ OIEHOUHOE CPEICTBO
Texywmuii konTpons | TectupoBanue
[TpomexxyTounas 3auer
aTTecTanus Kypcoas pabora
DK3aMeH
Bua koHTpOJISI/ HCOIB3yeMble
Ne KonTpoaupyem
HanMenoBanue pasiea POHPY OLICHOYHBIE MAaTepPHaJIbI
n/n bI¢ I/II[K - IIpomexyT.
Texymmi
aTrecTanus




Yro Takoe HHPOpMAIHSL. OIIK-2.1.1 TectupoBanue 3auer
WNudopmanmonnas 0€30macHOCTb Kypcosas
pabora
OK3amMeH
WHudopmanimoHHbIe TPOIIECCHI, OIIK-2.1.1 TectupoBanue 3auer
CBSI3aHHBIC C 3aILMIIAEMON OIIK-2.1.2 Kypcosas
uHpopMauen OIIK-2.1.3 pabora
OK3amMeH
VYipasieHus puckaMu OIIK-2.1.1 TectupoBanue 3auer
OIIK-2.1.2 Kypcosas
OIIK-2.1.3 pabora
OK3amMeH
Aynut nH(pOpPMaLIMOHHOM OIIK-2.1.1 TectupoBanue 3auer
0€301acHOCTH OIIK-2.1.2 Kypcosas
OIIK-2.1.3 pabora
OK3amMeH
Oco0eHHOCTH TOCTPOCHUS OIIK-2.1.1 TectupoBanue 3auer
MOJIEIIN YTPO3 U MOJEIN OIIK-2.1.2 Kypcosas
HapyIIUTEIS OIIK-2.1.3 pabora
OK3amMeH
MexaHnU3Mbl CHUKEHHUS OIIK-2.1.1 TecTtupoBanue 3auer
BEpPOSITHOCTH peanu3aiuu yrpo3 |OIIK-2.1.2 Kypcosas
uHpopmanmonHoii 6e3onacHoctu  |OIIK-2.1.3 pabora
OK3amMeH

5. Ilopsaok nmpoBeeHsI MPOMEKYTOUHOM aTTeCTAIUMN

[lopsnox mpoBeeHMsT NPOMEKYTOUHOM — arTecTallud  PENIaMEHTHPYETCS  JIOKaJIbHBIMU
HOPMaTUBHBIMU aKTaMU YHHUBEpPCUTETA:
- Ilonmoxenuem o Qopmax, NEPUOJUYHOCTH, TOPAIKE TEKYIIEro KOHTPOJIS YCIIEBAEMOCTU H
NPOMEXYTOYHOM aTTecTaui OOy4aroIuXcsi 10 OCHOBHBIM 00pa30BaTelIbHBIM IpOrpaMMaM
BBICIIIETO O0pa3oBaHMsA — MporpaMMmaM OakajiaBpuaTa, HMporpaMMaM CHEIHATUTETa, MporpaMmmamM
MarucTparypbl B QenepaJbHOM TOCYIapCTBEHHOM OIODKETHOM 00pa30BaTeIbHOM YUPEKIACHUU
BbICIIEr0 00pazoBaHMs «MOCKOBCKHI TOCYJapCTBEHHbIM YHHUBEPCUTET T'€OE3UU U KapTorpadum,
1.6 «Opranu3zanus 1 NpoBeIeHUE NPOMEKYTOUHOM aTTECTALUN.
- TlonoxxeHneM O TMOpPSAKE OCYLIECTBICHHS 00pa30BaTEIbHOTO IMPOLECca, MPOBEICHHS TEKYIIETo
KOHTpOJISl YCIIEBAEMOCTHM M IPOMEXKYTOYHOW arTecTalud OOydyaroluuxcsi C [PUMEHEHUEM
SNIEKTPOHHOTO OOyYeHUS W AMCTAHIMOHHBIX OO0pa30BATENIbHBIX TEXHOJIOTUH B (eaepaibHOM
TOCYIJapCTBEHHOM  OIO/[DKETHOM  00pa30BaTeNbHOM  YUPEKACHWU  BBICIIETO  00pa30BaHMA
«MOCKOBCKHI TOCYIapCTBEHHBI YHUBEPCUTET Teofe3uu M Kaprorpadpum», 1n.8 «IIpoBenenue
IIPOMEXKYTOYHOM arrectauuu ¢ npuMeHenuem 20 u JJOT».

Ilpomesxcymounas ammecmayus. 3auem, 3 cemecmp.

3adeT OLIEHUBAETCS 1O CICAYIONIEH IIKaJIe:

- OIICHKA «3a4TE€HO)» BBICTABIISIETCS, €ClIM 00yJarouiicss UMeeT TyOOKHe, HCUEPIbIBAIOIINE 3HAHUS
B 00beME OCBOCHHOM MPOTPaMMBbl; 3HAHUE OCHOBHOW (00sI3aTENbHOM) JUTEPATyphl; HaeT
MPaBWJIbHBIE U YBEPEHHbBIE OTBETHI, CBUJIETEIBCTBYIONINE O HAIMYUHU TBEPHAbIX 3HAHUI U HABBIKOB B
WCIOJb30BaHUM TEXHHUYECKHX CpPEJCTB; IOJHOE, YETKOE, I'PaMOTHOE M JIOTUYECKU CTPOHHOE
U3JIOKEHHE MaTepuana; JeMOHCTPUPYET CBOOOIHOE MPUMEHEHHE TEOPETHUECKUX 3HAHMI; a TaKxke
aBTOMAaTUYECKHU, KOrJa 0OyJaromuics 3a MPOMEXYTOUHYIO aTTeCTAII0 UMEET OLICHKU «OTIUYHOY;

- OIICHKAa «HE 3aYTeHO» BBICTABISIETCS OOydaroueMycs B Cllydae HaJIW4Usl TPyObIX OIIMOOK MpHU
U3JIOKEHUH OTBETa HAa OCHOBHBIE BOIPOCHI MPOTPAMMBbI, CBHIETEIbCTBYIONIMX O HEMPAaBHILHOM
MOHMMAHUU TIPEAMETa; MPHU pPELIEHUH MPaKTUUYEeCKUX 3ajad IOKa3aHO HE3HaHHE CIOCOOOB HX
pelIeHus, MaTeprall U3JI0KeH OeCopsAI0YHO U HEYBEPEHHO.




IIpomescymounas ammecmayus: IK3amen, 4 cemecmp.

DK3aMeH OLEHUBAETCS 10 MATHOAIUTBHOM HIKae:

- 3a4T€HO C OIICHKOM «OTIIMYHO» BBICTABISACTCS, €CIU OOydJaroluiics HuMeeT IyOoKue,
MCYEPIBIBAIOININE 3HAHUS B 00bEME OCBOCHHOW NPOTrpaMMbI, 3HAHHE OCHOBHOW (00s3aTENbHOM)
JUTEPATypbl; JacT MpPaBUIIbHBIE U YBEPEHHBIE OTBETHI, CBUJIECTEIBCTBYIOIINE O HAJIWYUHM TBEPABIX
3HAaHUH W HaBBIKOB B HCIOJb30BAaHUM TEXHUYECKUX CPEACTB; IIOJIHOE, YETKOE, I'PAaMOTHOE U
JOTHYECKH CTPOMHOE M3JIOKEHHWE Marepuaina; JEeMOHCTPUPYET CBOOOJHOE TNPUMEHEHHUE
TEOPETUYECKUX 3HAHUM IIPU aHAIIN3€ IPAKTUUECKUX BOIPOCOB;

- 3a4TEHO C OLIEHKOW «XOpOILIO» BBICTABISIETCS OOydaromeMycsi B CiIydae COONIONEHHS TeX XKe
TpeOOBaHUH, HO HAJIMYUU B OTBETE OOYYAIOIIEroCs MO HEKOTOPHIM MEPEYHCIICHHBIM IOKa3aTesIM
HEJOCTAaTKOB IPHUHLUIMAIBHOIO XapaKTepa, 4YTO BbI3BIBAET 3aMEYaHMsl WIM IONpPaBKU
IIPETo/1aBaTes;

- 3aUTEHO C OLIEHKON «YIOBJIETBOPUTEIHHO» BBICTABIIAETCS 00ydaloeMycs B ciiyyae COOIONEHUS
TeX ke TpeOOoBaHMU, HO B Cllydyae HaJM4YUs B OTBETE OIIMOOK, HEOOXOAMMOCTH CYIIECTBEHHOU
IIOMOIIY B BH/JIE IIONIPaBOK ¥ HaBOAAIIMX BOIIPOCOB IPENOJAaBATENs;

- HE 3aYTeHO («HE YJIOBJIETBOPUTEIILHO») — OOYyUYAIOUIMICS HE CMOT OTBETUTH Ha 2/3 BOIPOCOB; HE
CIPAaBUJICS C MPAKTUYECKUM 3aJaHUEM WJIU BBINOJIHEHO MeHee 50 % NMpakTHUeCKUX 3aJaHuil.

IIpomesicymounasn ammecmayus. Kypcoeas paboma, 4 cemecmp.

KypcoBast pabota onieHuBaeTcs 0 NATHOAIIBHOM IIKaIe:

- 3a4TEHO C OIICHKOW «OTIMYHO» BBICTABIIAETCS 3a IIyOOKUI aHAJIN3 TEMbI, OpUTHHAJIbHbIE BHIBOJIBI
U PEKOMEH/AIINH, BBICOKOE KAauyeCTBO O(GOPMIICHHS M OTCYTCTBHE OIIMOOK, YOCAUTEIbHYIO 3aIIUTY
paboThI C OJIHBIM MOHUMAHHEM TEMBI;

- 3aYTEHO C OIIGHKOW «XOpOIIO» BBICTABISIETCS 3a IMOJHOE BBHIMOJHEHHE 3aJaHUs C XOPOIIMM
YpOBHEM aHajH3a, YeTKYI0 CTPYKTYpY H JIOTUKY H3JIOKEHHs MaTrepuaia, COOTBETCTBUE OPOPMIICHHS
OCHOBHBIM TPEOOBaHMSM;

- 3aUTEHO C OLIEHKOM «yIOBJIETBOPUTEIHHO» BBICTABIISETCS 3a BBIIOJHEHHWE BCEX 3aJaHUN C
HE3HAYUTEIbHBIMU HEJOCTAaTKaMM, HAJIW4YHe OCHOBHBIX pa3/eloB, HO HEAOCTaTo4YHas IITyOHHA
aHanu3a, opopmiieHHE PadOThl C HEOOIBITUMH OIIMOKAMU;

- He 3auTeHO («HE YIOBIETBOPUTEIBHO») — BBICTABISIETCS 32 OTCYTCTBUE TEMbI MJIM HEYMECTHBIN
BbIOOp, HETMOJNHOE BBHIMOJHEHHE 3aJaHUi (OTCYTCTBHE KIIOYEBBIX pas3/ielioB), IJlardar WiId
OTCYTCTBUE OPUTMHAIBHOCTH, HU3KOE KaueCTBO O(popMIIeHHUs (HapyIIEHUE CTaHAAPTOB).

6. OnleHOYHbIE MaTePUAJIbl TEKYLIEr0 KOHTPOJIA

Pa3zoen 1. Ymo maxoe ungpopmayusa. Unghopmayuonnaa dezonacrnocmep
Koumponupyemovie U/IK: OIIK-2.1.1

Tema 1.1. Ymo makoe ungpopmayus. Ungopmayuonnas bezonacHocmo
dopMa KOHTPOJISI/OTICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:

1. Uto siBNIsieTcst OCHOBHOM 11€71b10 MH(OpMaIIMOHHOM Oe30macHoCcTH?

. Obecnieuenne 6ecrepeOONHOTO IEKTPOIUTAHUS CEPBEPOB

. 3amuTa MTHTEPECOB JIMYHOCTH, OOIIECTBA U TOCYAApCTBA B HHPOPMAIIMOHHOH cepe
. Co3nanue MakCUMalIbHO HEYJJOOHBIX YCIOBUM IS TTOJIb30BaTeIeH

. YcTaHOBKA CaMOT'0 JIOPOroro MporpaMMHOro odecredeHust

AW N —

2. Kakue Tpu OCHOBHBIE CBOMCTBA HH(OpMAIMK 3alUIaloTcs B pamkax Nb?
. AKTyaJIbHOCTb, IIOJIHOTA, TIOJIE3HOCTh
. CkopocTb nepeniauu, 00beM, CTOUMOCTh
. IIOHATHOCTB, TAKOHUYHOCTb, CBOEBPEMEHHOCTh
. KonpuaeHmanesHoCTh, IEI0CTHOCTD, TOCTYITHOCTh

AW N~

3. Yto takoe «Mogenb yrpo3» B koutekcte b?



. Cxema JIOKaJIbHOM BBIYMCIUTEIBHON CETH PEATPUATHS

. 'unorernyeckas cutyalys HaraJeHus! XakepoB

. lllTarHOE pacnucanue otaena HHPOPMaIMOHHOM 0€30MacCHOCTH
. JIOKyMEHT, OMCHIBAIOLIUI BO3MOXKHBIE YTPO3bI U UX UCTOUHUKU

W N =

4. Jlns yero nmpeaHa3HaYCH ayquT HHPOPMAIIMOHHOM 6€30MmacHOCTH?

. Jly1s moncKa ¥ Haka3aHWs COTPYAHUKOB, HAPYILIUBIINX IIPABUIIA

. JIJ1s1 HE3aBUCUMOM OLIEHKH TEKYILErO YPOBHS 3alUIICHHOCTH KOMIIAHUH
. Jl7st MOZIepHU3aUU KOMITBIOTEPHOTO 000PYI0BAHUS

. Jlnst mpoBepku Oyxranrepckoii ordyeTHocTr otaena UT

AW N —

5. Yto Takoe «uaeHTH(PUKALUD) B CUCTEME KOHTPOJIS 1ocTyna?

. [IpucBoenune cyObeKTy 1 0OBbEKTY YHHUKAJIHLHOTO MpHU3HaKa (MMEHU, HOMEpa)
. [IpenocraBnenue npas Ha BHITIOJIHEHUE ONEpaLIHiA

. [IpoBepka NOAIMHHOCTH NMPEABABICHHOIO HACHTU(UKATOpa

. [lludpoBanue qaHHBIX NPU Mepeaade

W N =

Pazoen 2. Hughopmayuonnwie npoyeccol, C6A3aHHbIE C 3aUuiUUIAEMOTl UHPOpMauell
Koumponupyemvie M/[K: OIIK-2.1.1 OIIK-2.1.2 OIIK-2.1.3

Tema 2.1. Unghopmayuonnvie npoyeccol, cesasantvle ¢ 3auyuujaemorl uHgopmayueri
dopma KOHTPOJIs1/0LIEHOYHOE CPeICTBO: TecTupoBaHue
Bomnpocwi/3ananus:
1. Kakoit MmeTos ayTeHTU(DUKALIUN CUUTACTCS OMOMETPUIECKIUM?
1. OTBeT Ha KOHTPOJIBHBIN BOIIPOC
2. BBoj 1oruHa ¥ mapoJis
3. CkaHupoBaHUE OTIIEYaTKa MaJiblia
4. Ucnonws3zoBanne USB-kiroua

2. Yto oOTHOCHTCS K OpraHW3allMOHHBIM (aIMUHUCTPATUBHBIM) MeEpaM  3alllUThl
nHpopmaruu?
1. Iloanucanue ¢ COTPYAHUKOM COMIAIIEHUS O HEPA3MIAIIEHU KOMMEPYECKON TallHbI
2. lllnudpoBaHme )KECTKOTO JUCKA
3. HacTpoiika aHTUBHpYyCa Ha cepBeEpe
4. YcTaHOBKa MEKCETEBOTO IKpaHa

3. Kak Ha3pIBaeTCsl JOKYMEHT, OMNPEACISIIONIMN MpaBuia pabdOThl ¢ 3allUIIacMOu
nH(popmaImei B opraHu3amum?
1. YcraB npennpustus
. [Tonutrka nHGOPMAITMOHHON 6€30TTaCHOCTH
. JIOJDKHOCTHAsI MHCTPYKIIHMSI CHCTEMHOTO a]MUHHUCTpaToOpa
. [TacmopT nHGOPMAITMOHHOMN CUCTEMBI

W N

4. Yto Takoe MEeXKCETeBOM 3KkpaH (Opanamay3p)?
. CpencTBo KOHTPOJS U (PUIBTPALIUU CETEBOTO Tpaduka
. YCTPONCTBO Il pE3€pPBHOIO KOITMPOBAHUS JAHHBIX
. IIlporpamma /17151 MOMCKa BUPYCOB Ha KOMITBIOTEPE
. Cuctema oOHapyXeHUs TPOTEUEK BOJBI B CEPBEPHOM

AW N —

5. K xakoMy BUJly YTPO3 OTHOCUTCS «COIMAIbHAsT UHKESHEPUs»?
. [IporpamMmHas yrposa (Bupyc-mu@poBajIbIIIK)
. Texuuueckas yrpo3sa (anmapaTHbiid c00il)
. ¥rpo3a HempeomomuMon cutbl ((hopc-maxkop)
. AHTpoToreHHas yrpo3a (BO37eHCTBHE YEIOBEUECKOTO (haKTopa)

W N =

Pazoen 3. Ynpaenenusa puckamu
Koumponupyemvie M/[K: OIIK-2.1.1 OIIK-2.1.2 OIIK-2.1.3



Tema 3.1. Ynpasnenus puckamu
dopma KOHTPOJIs/0LIEHOYHOE CPeICcTBO: TecTupoBaHue
Bomnpocsi/3ananus:
1. Yro siBNsieTCss OCHOBaHUEM JJIsE OTHECEHUS MH(OPMAIIUH K 3alIUIIaeMOit?
1. Uadopmanus pasmemieHa B cetn IHTepHET
2. XKenanue coOCTBEHHHKA JIFOOOU 1IEHON CKPBITh HHPOPMAIIUIO
3. Hanuuume B oOTHOWIEHWHM WHPOPMALMU 3aKOHOAATEIbHBIX TpeOOBAaHMN WM BBEICHHE
COOCTBEHHUKOM PEKMMa KOMMEPYECKOW TalHBI
4. Boicokasi CTOMMOCTh 000PYI0BaHMsI, HA KOTOPOM XPaHATCS JaHHbBIE
2. Kakas gyHKIHs OTHOCHUTCS K 3a71a4aM CITy>KObI HHPOPMAITMOHHOM 0e301macHOCTH?
1. 3akynka pacXoAHBIX MaTEpUasIOB JUIsl IPUHTEPOB
2. PaccnenoBanue MHIMACHTOB HH(OPMALIMOHHOM 6€30MacHOCTH
3. [IpoBeneHre MaPKETHHTOBBIX UCCIICTIOBAHHIA
4. YOopKa MoMeIIeHNH cepBEpHO
3. YUro Takoe VPN?
. [IpoTokon nepenauu rosoca no [P-cetn
. AnmapatHslil K104 i 3amuThl [10
. Buptyanbnas yacTHast ceTb Ui CO3AaHUS 3aIUIICHHBIX COSTMHEHUN
. Bug xomneroTepHOro BUpyca
4. Kakue 1aHHbBIE OTHOCATCS K KaTErOPUM MEPCOHATIBHBIX JaHHBIX?

AW N~

. JIro6ast unopmanus, OTHOCSIIASICS K MPSMO WM KOCBEHHO OIPENIeICHHOMY (PU3MYECKOMY JIHITY
. Madopmarus o GrHAHCOBBIX MOKA3aTEISIX KOMIIAHUU

. Texauueckasi TOKyMEHTAIUs Ha MPOYKITHIO TPEATPUSTHS

. CBenieHus1, COCTaBIISIONINE TOCYIAPCTBEHHYO TAHY

AW N —

5. KakoBa ocHOBHas 11€JIb PE3EPBHOIO KOITMPOBAaHUS JAHHBIX?

. 3a1uTa OT Kpaku KOMITbIOTEpa

. BoccranoBnenue nHpopmayu npu ee yrpare Uiu HOBpeXISHUN
. OcBoOOXIEHIE MECTa Ha KECTKOM JIUCKE

. Yckopenue paboThl OneparimOHHON CHCTEMBI

AW N~

Pazoen 4. Ayoum ungpopmayuonnoit 6e3onacnocmu
Koumponupyemvie M/[K: OIIK-2.1.1 OIIK-2.1.2 OIIK-2.1.3

Tema 4.1. Ayoum unghopmayuonroti 6ezonacHocmu
dopma KOHTPOJIS/OIIEHOYHOE CPEACTBO: TecTupoBaHUE
Bonpocel/3ananus:
1. Yro Takoe «ysa3BUMOCTb» B KOHTekcTe 1b?
1. Henocrarok unu ciaboe MeCTO B CHCTEME, KOTOPOE MOXKET OBITh MCIONIB30BAHO ISl Pean3aluu
YIpO3BI
2. YcranoBka ooHoBieHH Windows
3. Hexxenanue COTpyIHHUKOB COOIOIATh HHCTPYKITHH
4. Xakep, aTakyloUid CUCTEMY
2. Kakasa ortBercrBeHHOCTh TmpeaycmorpeHa YK P® 3a HempaBoMepHBId [OOCTYNm K
KOMIBbIOTepHOU nHpopManuu?
1. Tonbko MaTepuanbHasi OTBETCTBEHHOCTh
2. TosIbKO TUCHMIUIMHAPHOE B3bICKAHHUE
3. YrojoBHasi OTBETCTBEHHOCTSH (1ITpad, UCTipaBUTENbHBIEC PAOOTHI, TUIIICHHE CBOOOIHI)
4. AIMUHUCTPATUBHBINA mTpad
3. Uto Takoe 3JIeKTPOHHAs MOANUCH?
1. ITaposnb 17151 BXO/AA B 3JEKTPOHHYIO MOUTY
2. Uudopmarnius B 2IeKTPOHHON (popme s HaeHTUDUKAIINH JIUIIA, TIOAMCABIIETO JOKYMECHT



3. CxanupoBaHHOE H300paXeHUE TIOITUCH YEJIOBEKA
4. Ha3BaHH€ aHTUBHPYCHOM MPOTPAMMBI
4. JInst 9ero mpoBOIUTCS aTTECTANMs OOBEKTOB HH(POPMATU3 AN ?
1. Jns nogkimroueHus k cetu Mutepuer
2. 114 onpeneneHus: pplHOYHONW CTOMMOCTH KOMIIBIOTEPA
3. Jlnist OATBEPIKACHHSI COOTBETCTBUS CUCTEMBI 3aITUTHI TPEOOBAHUSIM O0€30IIaCHOCTH
4. JIns "HBEHTapU3allii OCHOBHBIX CPEJICTB
5. UTo W3 MEpEeYucCIICHHOTO SIBIIETCS METOAOM TNPEIOTBPAICHUS YTEUEK HH(POpPMAIIHH
(DLP-cuctema)?
1. HacTpoiika npaB 1oCTyIa K ankam
2. Jleuenue 3apakxeHHBIX (paiiIoB OT BUPYCOB
3. Ananu3 ucxoasmero Tpaduka U KOMUPYEMbIX Ha (IEIIKU TaHHBIX
4. Co3nanue pe3epBHBIX KOMU 0a3 JaHHBIX

Pa3zoen 5. Ocobennocmu nocmpoenus mooeau yepo3 u Mooeaiu Hapyuiumens
Konmponupyemwie H/IK: OIIK-2.1.1 OIIK-2.1.2 OIIK-2.1.3

Tema 5.1. Ocobennocmu nocmpoernust MoOenu yepo3 u MoOeiu Hapyuumers
®dopMa KOHTPOJISI/OTICHOYHOE CPeACTBO: TecTrupoBaHue
Bonpocsi/3ananus:

1. Kakoifi w3 craHgapToB ONHUCHIBaeT TpeOOBaHMS K CHCTEME MEHEIKMEHTa
nH(popmaImoHHou 6e30macHocT?
1.TTOCT P UCO/M3K 27001
.TTOCT P 3410 (xpuntorpadmust)
.TTOCT P UCO 9001 (MeHemKMEHT KauecTBa)
. ISO 14001 (’xomoruueckuit MEHEIHKMEHT)

W N

2. Yto moHUMaeTCs MO «IPOMBIIUIEHHBIM HIITMOHAXKEM» ?
. HezakoHHBI# cOOp, MPUCBOEHHUE U TIepe/iaua CBECHHA, COCTABIAIONUX KOMMEPUECKYIO TailHy
. JleranpHbIit cOOp MHPOPMAIIMH O KOHKYPEHTAX U3 OTKPBITHIX HCTOYHUKOB
. Pelinepckuii 3axBar NpeANpUsITHS
. MapKeTHHIOBO€E HCCIIEN0BAaHUE PhIHKA

AW N —

3. Yro onpenensaer «Moaenb HapyLIUTENs»?

. CIIMCOK COTPYIHUKOB, UMEIOIIUX JTOCTYI K CEKPETHBIM JaHHBIM

. [Icuxonornyeckuii MOPTPET Xakepa B KaMIOIIOHE

. BeposaTHbIe MyTH NPOHUKHOBEHHUS 3JI0YMBIIIEHHUKOB

. [IpennomnoxeHust 0 BOSMOXHOCTSX, LIETISX U TUIE 3II0YMBIIIIICHHUKA

W N =

4. Kaxkoii Bua pu3nuecKoi 3aluThl OTHOCUTCS K HH)KEHEPHO-TEXHUYECKUM CpeIcTBaM?
. MUHCTpyKTaX COTPYAHUKOB O IIPOITYCKHOM PEXUME
. Haknerika «IlocTopoHHMM BXOJ BOCIIPEILIEH)
. JIoroBOp ¢ 4aCTHBIM OXPaHHBIM HPEANPUATHEM
. OxpaHHas CUTHAJIM3aIUsl HA BXO/IE B CEPBEPHYIO

AW N —

5. YTo sBNIsIeTCS MHUIMACHTOM HH(OpMaIMOHHO#M Oe30omacHoCTH?

. [ImanoBast mpoBepKa CUCTEMBI 3aIIUThI

. JIto6oe coObITHE, KOTOPOE MOXKET MPUBECTH K HapymieHuto b
. EquHudHbIN cydaii ono3aaHus COTpYAHUKA Ha paboTy

. YcTaHOBKa HOBOTO IPOIPaMMHOTO 00eCIIeueHUs

W N =

Pazoen 6. Mexanuzmbl CHUMCEHUA GEPOAMHOCHMU Pealu3aAuyuu yzpo3 UHOOPMAUUOHHOU
oe3onacrnocmu

Konmponupyemwie H/IK: OIIK-2.1.1 OIIK-2.1.2 OIIK-2.1.3



Tema 6.1. Mexanusmol CHUJCEHUST —GEePOSIMHOCIU — Pealu3ayuu  yepo3  UHOOPMAYUOHHOLL
bezonacHocmu

®dopMa KOHTPOJISI/OTICHOYHOE CPe/ICTBO: TecTrupoBaHue
Bonpocsi/3ananus:
1. Kaxkoii Meton mudpoBaHust SABISETCS CHMMETPUIHBIM?

. X3IMPOBAHKE MTAPOJIS

. KonupoBanue nnpopmanuu B Base64

. Mcrionp30BaHme OHOTO U TOTO e KITto4ua s IU(ppOoBaHUs U paciiupoBKU
. Ucnonp30BaHMe OTKPBITOTO U 3aKPBITOro Kitoda (Hanpumep, RSA)

AW N —

2. Kakast uH(opMaIyst MOXeT COCTABISATh KOMMEPUYECKYIO TaifHy?

. CBenenus o crnoco0ax MpOU3BOACTBA U TEXHOJOTHUSAX, UMEIOIIUX KOMMEPUYECKYIO LIEHHOCTh
. Undopmarus o 4MciIeHHOCTH paOOTHUKOB U CHCTEME OIIaThl TpyJa

. YupenurenbHble JOKYMEHTHI IPEANPUATUS

. CBelleHHs 0 3arpsi3HEHUN OKPYKAIOIIEeH Cpeibl

W N =

3. Uro Takoe IDS (cucrema oOHapyKeHUST BTOPKCHHI)?
. YerpoiicTBo aiist 6ecriepedoiHOTo MUTAaHUS CEPBEPOB
. Cucrema st GIOKMPOBKH PEKIaMbl B Opaysepe
. [Iporpamma 1711 aBTOMaTUYECKOTO CO3IaHUS MTapoJIeit
. [IporpaMMHO€ WK anmapaTHoe CPEACTBO, aHATU3HUPYIOIIee TpauK Ha MPEAMET aTaK

AW N —

4. JTns uero HeoOXOAUMO JIMIIEH3UPOBAHHE JESTEIBHOCTH B 001aCTH 3aUuThl MH(QOpMaruu?

1. Jlns momycka opraHm3anuii K paboTam, TpeOyIOIMM BBICOKUX CTaHAApTOB OE€30MacCHOCTH
(Hampumep, TocTaifHa)

2. Jlns 3ampera Ha UcnoJib30Banue nHocTtpanHoro 110

3. lns craructudeckoro ydeta Bcex Mb-crienmanucToB B cTpaHe

4. JInst moBBIIEHUs HATOTOBBIX cO0poB ¢ UT-kommanuit

5. Kro HeceT mepcoHalIbHYyI0 OTBETCTBEHHOCTh 3a OPTaHU3AlMIO 3alIUTHl WH(GOpMAIUU C
OTrpaHUYEHHBIM JOCTYIIOM Ha MPEATNPUSTUHH?

1. PyxoBonuTenb opraHu3anuu

2. JIroGoii coTpyaHuk, paboTaromuii ¢ 3Toil nHpopMaIuen
3. CuctemMHbIN aAMUHUCTPATOP

4. HauanpHUK cITy>KO0BbI 0€301MaCHOCTH

7. OueHOYHbIC MATEPHAJIBI IPOMEKYTOYHOM aTTeCTALMHA
3 cemecmp, 3auem
Koumponupyemovre U/IK: OIIK-2.1.1 OIIK-2.1.2 OlIK-2.1.3
Bomnpocsei/3ananus:
1. Huadopmamus. Hocurenn wundopmanuu. Kpurepunm oTHeceHus wuHPopManum K

3aIIUIaEMOU.

2. Uro Takoe wuH(popManuoHHas Oe3onmacHOCTh? IlepeuncianTe OCHOBHBIC MPUHITUIIBI
OpraHM3alMy 3alUThl HH(HOPMAIUH.

3. Iopsitok MOCTPOEHHSI KOMIUIEKCHOM CUCTEMBI 3alIUThI HH(OpMAIIKH.
4. OcHOBaHMeE Il OTHECEHHS WH(POPMALIUY K 3AIUIIIAEMOH.

5. OcHOBHBIE HOPMATHUBHBIE JJOKYMEHTHI B chepe HHPOPMAITMOHHON 0€30MacHOCTH.



6. Monens Yrpo3. Ee cogepkanue u npeaHazHaueHHE.

7. Monens Hapymutens. Ee conepxanue v npeHa3HaYeHuUe.

8. Yrposa undopmannonHoii 6e3omacuoctu. Onpenenenue. Coiicta. Kimaccuduxarmsi.
9. OcHoBHble QyHKIUH cay)061 b

10. Opranu3aiioHHO-TICUX0JIOTHYECKHE MEPBI 3alIUTH HH()OPMAIIHH.

11. MukpoknumMar B KOJUIEKTUBE U ero B BausHUe Ha Vb opranuzanuu.

12. CtumynupoBaHHuEe COTPYIHUKOB.

13. [Ipeanoceuiku BO3HUKHOBeHU nHIIMIeHTa B, Peakuns Ha KOMIIBIOTEpHBIE UHITUACHTHI.
14. KoMnbproTEpHBIE UHIIUEHTBHI.

15. Kubepnpectyruienus. 3akoHOAATEIHCTBO B Poccuu u 3a pyOekoM.

16. KonBeHIus 0 IPECTYITHOCTH B cpepe KOMIBIOTEPHOI 6€30MacCHOCTH.

17. Cranmaptsl Ub. Coneprxanue. Ilpeqnaznauenue.

18. Knaccuduxarnus yrpo3 6€30macHOCTH.

19. 3amura nepcoHaabHBIX 1aHHBIX.

20. 3amuTa UHTEIJIEKTYalIbHOW COOCTBEHHOCTH.

21. Ya3BumocTs u yuiep6osl B Ub.

22. CtpykTypa ¥ (yHKIIUH OPTAHOB 3aITUTHI HHPOPMAIUH TPEATIPUSITHSL.

23. IlonsTHe «mOAUTHKAa WH(POPMALMOHHON OezomacHoCcTWy. Llenu, 3amauu U CTPyKTypHBIE
YPOBHH.

24. Ponu 1 OTBETCTBEHHOCTh CyOBEKTOB JOCTYIIA.

25. Arrecranusi oObekTOB WH(pOpmaruzanuu. Llens, mOpsmIoKk MpOBENEHUS U YYACTHUKH
nporecca.

26. JlvueH3uWpoBaHHWE JEATEIBHOCTH B 001acTH 3ammTbl  uHpopmauuu. OpraHbl
JULEH3UPOBAHUS U BU/IbI JINLEH3UH.

27. IlpaBoBOW pPEXMM KOMMEPUECKOW TalHBI. Mepbl 1o oxpaHe KOH(HUIEHIIMATLHOCTH
nH(pOpMaIMH, COCTABIAIONEH KOMMEPUYECKYIO TaiHY.



28. 3akoHonarenbcTBO Poccuiickoit @eneparuu B 001acTH NepcOHANbHBIX MaHHBIX. [IpaBa
CYOBEKTOB M 00513aHHOCTHU OIEPATOPOB.

29. TpancrpannyHas nepenaya NepCcoOHaIbHBIX JaHHBIX.

30. OTBETCTBEHHOCTH 3a MIPaBOHAPYIICHUS B c(hepe KOMIBIOTEPHOM HHPOPMAITUH.

4 cemecmp, Ix3amen
Koumponupyemvie M/[K: OIIK-2.1.1 OIIK-2.1.2 OIIK-2.1.3
Bonpocsl/3ananus:
1. Texunueckue cpencTa oodecnedeHust Gu3nIecKor 0€30macHOCTH.
2. [IpuHIMTIBI OpraHU3AIMH 3aITUTHI HHPOPMAITUH.
3. HdetictBus ciyx0b1 b B ciydae ynmudeHust COTpyJHUKA B BOPOBCTRBE.
4. JletictBus ciryx0b1 b B citydae ynmuueHus COTpyIHUKA B TIPOMBIIIJIEHHOM IIITHOHAXE.

5. Aynut uH(pOpMaIMOHHOW 0€30MMacHOCTH.

6. OcCHOBHBIC JOKYMEHTHI oOTnmena 3amuTbl uHbopMmammu. WX comepxkanue U
MpeTHa3HAYCHHE.

7. MexcereBble 3KpaHbl. VIX pa3HOBUIHOCTH U IpEIHA3HAYECHUE
8. DNeKTpOHHbIE KIIFOYH PA3HOBUAHOCTH U Cephl UCTIONb30BAHHUS.

9. Knaccuguxkaryst aBToMaTu3upOBaHHBIX CUCTEM U TPEOOBaHMIA MO 3alTUTe HHPOPMALIUU OT
HECaHKIIMOHMPOBAHHOIO JJOCTYyIa COINIACHO pykoBoasauM fokymeHTaM @CTIOK Poccum.

10. Unentudukarnus, ayreHTudukanus u aBropusanus. OnpeneneHue, paszaudue MExXIy
MOHATHSIMU U TTPaKTHUECKas peaan3arusl.

11. buomerpuueckue MeTonbl ayTeHTH(UKAaUuU. Pa3sHOBUAHOCTH, MpeUMyIECcTBA MU
HEJIOCTATKH, 00JacTH PUMEHEHUSI.

12. TlaponpHas 3ammra. TpeOGoBaHHMS K CIOXHOCTH, METOJABI XpaHEHHUS, YIpaBICHUE
MapOJIbHON MOJIMTUKOM.

13. Kpunrorpaduueckre METObl 3alIUTHl HH(POPMALIMU: OCHOBHBIC MOHATHUS (IIU(ppOBaHHUE,
AIIEKTPOHHAS MOIMUCH, XAII-PYHKITHU).

14. Tlonsatue W opraHm3anus BUPTyaldbHBIX dacTHbIX ceredr (VPN) st obecrnieueHus
0e30macHoil mepeaayn JaHHBIX 10 OTKPBITHIM KaHajlaM CBSI3H.

15. O6napyxenue u npenorspanicane Bropxkeruii (IDS/IPS). [Tpunimumns! paboTel 1 MECTO B
CUCTEME 3aIlUTHI.



16. AnTUBUpYCHas 3amuTa: THIbI BperoHocHoro 110, MeTonbl oOHapyKeHHsI, OpraHnu3aIus
AQHTUBHUPYCHOM 3aILUTHI B KOPIIOPATUBHOU CETH.

17. AHanu3 3alMIIEHHOCTH U TECTUPOBaHUE HA MPOHUKHOBEHUE. [lenu, sTanbl, OTIM4us OT
ayauTa.

18. VnpasneHue ys3BUMOCTAMMU: MPOLIECC BBISIBICHUS, OLICHKH M yCTPAHEHUS YSA3BUMOCTEN
IPOTPaMMHOTO 00€CTICYCHHUS.

19. Pe3epBHOE KOMMpOBaHME M BOCCTAHOBJICHHE HWH(OpMAIMUM Kak Mepa oOecTeueHUs
JOCTYIMHOCTHU U 1IIOCTHOCTU JaHHBIX. BUIIbI pe3epBHOTO KOMUPOBAHMUS.

20. 3amuTa uHGOPMALMY TIPU HCTIONB30BAHUN O0AYHBIX CEPBHCOB.

21. CounanbHasi MHXEHEepUs KaK yrpo3a HHPOPMALMOHHON 6e30MacHOCTH. MeTo/IbI 3aIUThI
OT COLMAIbHON UHKEHEPUU.

22. MeToasl peoTBpalieHus yTeueK HHPOPMaIUA CO CTOPOHBI BHYTPEHHUX HAPYIIUTEIICH.

23. OOecneuenue (usndyeckoil 06€30mMacHOCTH OOBEKTOB BBIYUCIHMTEIBHOW TEXHUKUA H
HOcHUTeJeH HHPOPMAIIHH.

24. Opra#m3ainus pexuMa KOH(DHUIESHIIMAIBHOTO [ENONMPOU3BOACTBA. YUET, XpaHCHUE H
oOpalieHre ¢ JOKyMEHTaMH, COJePKALIMH 3aLHIAeMYI0 HHPOPMAITHIO.

25. I1nan HEMpephIBHOCTH OM3HECA M BOCCTAHOBJICHUS TIOCIIEC YPE3BhIUYAHHBIX CUTYyAITHH.

26. VYnopapiieHHE WHIUJIEHTaMH WHOOPMAIIMOHHONW O€30MacHOCTH. OTarbl BBISIBICHHUS,
pearupoBaHus U pacciaeoBaHUs.

27. Knaccudpukanus M KaTeropupoBaHue 3amuiiaeMoil uHdopmarmu. MapkupoBka
MaTepUaIbHBIX U AIEKTPOHHBIX HOCUTEIIEH.

28.  MexayHaponHbple W HalMOHAJbHBIE  CTaHAAPTHI B OONACTH  yIPABJICHHS
nH(pOpMAITMOHHOM 0€30TMTaCHOCTHIO.

29. TIpUHLIHMIIBI ¥ METOBI PUCK-MEHEIKMEHTA B MH(POPMALIMOHHOW O€30MaCHOCTH.

30. Ioxa3zarenu >3(PeKTUBHOCTH CUCTEMBI 3aLIUTH HH()OPMAIIHH.

4 cemecmp, Kypcosas paboma
Konmponupyemwie H/IK: OIIK-2.1.1 OIIK-2.1.2 OIIK-2.1.3
Bomnpocrei/3ananus:
1. Ananus 3akona Ne 5485-1 u npaktuka npumenenus [lepeuns csenenuii (Ykas Ne 1203)

2. IlpoGnemMbl pa3rpaHUYCHHs CBEICHUI KOH(PUICHIIMATBHOTO XapakTepa: CPaBHHUTEIbHBIN
aHanu3 [lepeunsa (Yka3z Ne 188) u nonoxennit @3 «O xoMMepueckoil TaiiHe» U «O nepcoHaIbHbBIX
JaHHBIX)»



3. Peanuzanus tpeboBanunit @3 «O6 nHpopmannu, HHOOPMAITMOHHBIX TEXHOJOTHSX...» (Ne
149-@3) npu opraHu3anny 3amUTH THPOPMAIUH HA TPEATIPUATUI

4. Brnusaue «3akoHa o cyBepeHHOM Pynete» (Ne 156-D3) Ha apXHTEKTypy U OO€CIeUCHHE
nH(pOpMAITMOHHOM 0€30MTaCHOCTH TEJICKOMMYHHUKAIIMOHHBIX ceTeil B Poccum

5. IlpaBoBOi cCTaryc NEPCOHAIBHBIX JAHHBIX: OpraHu3alUs CUCTEMbl 3alUTHl B
COOTBETCTBUHM C TpeboBanusiMu @3-152 B KpenuTHO-PHHAHCOBOI cdepe / MEIUITUHCKHX
YUPEKICHUAX

6. CpaBHutenbHbI aHanu3 JlokTpunbel uH(OpManMoHHON Oe3onmacHoctn 2016 roma u
tekymeit CTparernu HallMOHAIBLHON 0€30MaCHOCTH: HOBBIE YTPO3bI U IPUOPUTETHI 3AIIUTHI

7. Pazpabotka IlomoxkeHus o0 3ammTe KOMMEPUYECKOW TalHBI HAa MPEANPHUATHH (Ha TIpUMEpE
IT-xoMmiaHuM / TPOW3BOACTBEHHOTO XOJIIMHTA) B COOTBETCTBUH ¢ D3-98

8. OpraHuzanus CHCTEMBI JONycKa K TOCYyAapCTBEHHOW TaliHE: aHaiu3 IOJIHOMOYMH
Me>kBe1OMCTBEHHON KOMHCCUU M MTPAKTUYECKUX MPOLEAYDP HA PEKUMHOM 00bEKTE

9. Ponb m 3amaunn MuHHCTEpCTBa BHYTPEHHHUX JIell B OOphOE C MpecTyIuieHus MU B chepe
KOMIIbIOTepHOM nHpopMaluu (B KoHTeKcTe obecrieueHus: b)

10. KoopnuHamus JesTEIbHOCTH IO 3alluTe HH(QOpPMAIMH: pasrpaHuueHHe (QyHKIMHA
OCTOK u ®Cb Poccun npu co3nanuu 00beKTOB HHPOpPMATU3ALUU

11. OcobeHHOCTH OpraHM3aIuy 3anuThl nHGopMaru B Munuctepctse o6oponsl / Ciryxoe
BHEIIHEH pa3BeIKH (aHAIM3 OTKPBITHIX MCTOYHUKOB W OOIMIMX TPUHIMIIOB BEIOMCTBEHHOTO
JIOKyMEHTO000pOoTa)

12.  JlestenbHocth CoBera be3zomacHocth P® kak OCHOBHOrO  KOOpAMHATOpa
rOCyJIapCTBEHHOM MOJUTUKH B 00J1IacTH oOecTieueHruss ”HPOPMaIMOHHOW 0€301MacHOCTH

13. CpaBuuTtenbHbIH aHanu3 coBpeMeHHbIX DLP-cuctem (Ha mpumepe pemenuit Solar Dozor,
InfoWatch, ViPNet) u ux ponb B IpeAoTBpaIlleHu yTeueK KOH(PHUASHIINATbHOH HHPOPMAITIH

14. Tlpumenenue SIEM-cuctem s oOecriedeHHs] CHUTYallMOHHOW IIEHTPaJTu30BaHHON
0€30MMacHOCTH B KPyTHOW OpraHu3aliu: MpoOieMbl BHEAPEHHS U HACTPOUKH

15. Opranuszamnust 6e30MacHOr0 MepuMeTpa KOPIOPATUBHOW CETH: CPaBHUTENBHBIA aHAIIN3
NoKoJIeHUH MexxceTeBbIX IKpaHoB (NGFW) u ux s ¢pexTuBHOCTH

16. AKTyanbHOCTh AHTHUBHUPYCHOM 3alUThl B JMOXY «MOJUTHUKUA HYJIEBOTO JIOBEPUS»:
CpPaBHUTEJIbHBINA aHAIM3 AHTUBUPYCHBIX PEIIEHUH IJIsi KOPIOPATUBHOIO CEKTOpa

17. NHxeHepHO-TeXHUYECKasl 3alluTa MHPOPMAIMH: TMPOSKTUPOBAHHWE KOMILIEKCA CHCTEM
koHTponsi aocryna (CKV]]) u BunmeoHabmromeHus ans oOecrieueHus (usmdeckoil Oe30macHOCTH
CEepBEPHOU

18. Kpunrorpaduueckre METOABI 3allUTHI: peanu3anus 31ekTpoHHOoM mnoamucu (OI1) u
yIpaBlieHUE ICKTPOHHBIMU KITFOYaMH B CUCTEMAX AIIEKTPOHHOTO TIOKyMEHTO000pOoTa



19. Be3omacHOCTh ceTeBOl MH(PACTPYKTYPHI: aHAIU3 YSA3BUMOCTEH aKTHBHOTO CETEBOTO
00opynoBaHus (MapLIPyTU3aTOPBI, KOMMYTATOPBI) U METOIbI UX 3aIUTHI

20. «IludpoBoii mOpPTpPET OpraHu3anuu» Kak OOBEKT 3alIWTHI: aHAJIN3 BHEIIHUX U
BHYTPEHHUX UH()OPMALIMOHHBIX PUCKOB U METOJOB UX MUHUMMU3AINH

21. Ilpobnema 3amuThl «IHPPOBOTO MOPTPETA YEIOBEKA»: aHAJIU3 Yrpo3, CBS3aHHBIX CO
cOopoM, XpaHeHHEM U 00pabOTKON OMOMETPUIECKUX U MTOBEIEHYSCKUX TAHHBIX

22. Obecneuenne WHOOPMAITMOHHONW O€30MACHOCTH TPH  HCIOJIB30BAHUM  CUCTEM
BuneokoHdpepeHIcBsi3u (BKC): cpaBHUTENBHBIN aHATW3 PEIICHUH MO KPUTEPUSIM O€30MacCHOCTH U
KOH(UIEHITNATHEHOCTH

23. Yrpo3sl 6e3zonmacHocTH VOIP-CBS3M M METOABI MX HEWUTpanH3alliyd MPU OpraHU3AIHNH
KOpPIOPAaTUBHBIX MIEPErOBOPOB

24. Ananu3 TpeGoBaHMI pBIHKA Tpyaa K creruanuctaM no Ub: kommneTreHIy BHITYCKHUKOB
npoMIBHBIX By30B U COOTBETCTBHUE aKTyaJ bHBIM 3a/lauaM Ou3Heca

25. Tloctpoenue »hdexkTUBHONW cHUCTEMBl OOYyYEHHsS COTPYIHHUKOB KOMITAHHMH OCHOBaM
MH(POPMAIIMOHHOM 0€30MTaCHOCTH KaK aJbTepPHATHBA TEXHHUECKAM CPEICTBAM 3aIUThHI

26. Mertonosiorus ynpasieHUs HHIUACHTaMU WH(POPMALMOHHONW 0€30IMacHOCTH: pa3paboTka
periaMeHTOB pearupoBaHus (Ha MpUMeEpe BUPYCHBIX aTaK WM aTaK Ha OTKa3 B 0OCITYKUBAHUN)

27. Ilpoeaenue ayauta WH()OPMAITMOHHONW OE30MACHOCTH HA MPEANPUITHH: aHAIU3
cootBeTcTBUs TpeboBanusiM OCTIK u ®Ch Poccun (mpakTuueckue acreKThl)

28. VYmpapineHue pucKaMH HH(GOPMALMOHHOM 0€30MacHOCTH MpH Ieperade TaHHBIX Ha
ayTCOpCUHT (00JayHbIe TEXHOJIOTHH, SaaS-npoBaiiiepsl)

29. OOGecrieyeHue 0€30MaCHOCTH JKU3HEHHOTO MHKiIa BeO-mpunoxkenuin (DevSecOps):
BHE/IPCHHE CPEICTB KOHTPOJIS YA3BUMOCTEH Ha dTarax pa3padoTKu

30. Ananu3 3alUIIEHHOCTH BeO-pecypcoB: 0030p aBTOMATH3MPOBAHHBIX CPEICTB IMOWCKA
ySI3BUMOCTEH (CKaHEPOB) U METOMIOJIOTHSI PYYHOTO TECTHPOBaHUS (IIEHTECTA)
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